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Data, information and privacy
How we manage information we collect and data we
access, and how we maintain the privacy of your
information.

Information management
Our principles for managing our information, including
transparency and accountability.

Access to information
We focus on your rights, being accountable, and the lawful
collection, analysis and sharing of information.

Data and analytics
How we use data and analytics, our data matching programs,
and how to request information under the DATA Scheme.

ATO AI transparency statement
See our public transparency statement outlining how we
approach artificial intelligence (AI) in the ATO.

Your privacy
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How we approach information
To effectively administer the tax and superannuation systems, the ATO
is required to collect, analyse and share information (in accordance
with the law) on the financial affairs of taxpayers and other
participants in the Australian economy.

In collecting, analysing and sharing information, we:

adhere to the law

respect the right to privacy and confidentiality

aim to be fair and professional.

More generally, we facilitate public access to information about how
we operate in accordance with:

freedom of information principles

our strategies to foster willing compliance.

We aim for the greatest possible openness and transparency about
how we operate to maintain the community's trust and confidence.

 

To administer the tax laws, we collect information about you but
keep it confidential.

Research and statistics
Research helps us understand what you think about us. We
statistically analyse the data provided to us on tax forms.

Access to information
We focus on your rights, being accountable, and the lawful
collection, analysis and sharing of information.
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Information Publication Scheme
Under the Information Publication Scheme (IPS), we publish a broad
range of information on our website to help and promote prompt and
easy public access to information. We also publish a plan that explains
how we intend to implement and administer the IPS (an agency plan).

Copies of tax documents
You can:

request copies of your own tax documents

seek to have your tax records corrected (if necessary).

Insolvency practitioners or liquidators who are empowered to wind up
a taxpayer's financial affairs can request disclosure of the taxpayer's
records.

By law, the ATO can't usually comply with a subpoena for anyone's tax
information. Make sure you understand the policies around subpoenas
and service on the ATO.

Freedom of information requests
We aim for openness and transparency about how we operate. This
commitment has its roots in the Freedom of Information Act 1982 (FOI
Act). The FOI Act was created to give individuals and organisations the
right to access documents we hold.

You can:

review our Freedom of information disclosure log which lists
publicly available documents released under FOI access requests.

submit a Freedom of information request.

Public Information Disclosure scheme
If you are a former or current public official and become aware of a
situation where you suspect serious wrongdoing, such as fraud or
other misconduct, you can report your concerns under the Public
Information Disclosure (PID) scheme (PID scheme).



Members of the public can report suspected scams, tax evasion,
shadow economy activity, tax planning schemes, unpaid super or
fraud.
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How we define AI
In the ATO, we use data and analytics (D&A), including automation and
AI, and the insights they provide. D&A helps us administer the tax and
superannuation systems more effectively. It enables us to tailor our
services and make more informed decisions. It also makes it easier for
taxpayers to comply and harder not to.

We apply the OECD definition of AI , in line with the Policy for the
responsible use of AI in government . We also include any
application of machine learning, deep learning and generative AI as 'AI'.
We don’t consider rules-based analytics, which are often if-then
statements, to be AI. This form of analytics does not infer how to
generate outputs from the inputs they receive.

While AI and automation are sometimes combined to deliver outcomes,
they are distinct capabilities. Automated processes can be
implemented without the use of AI, and vice versa.

Why we use AI in the ATO
We use AI to assist our staff to more quickly process large volumes of
complex data to identify insights and risks. The AI we use helps our
staff make more informed decisions. It frees them to focus more on
aspects of our work that require human judgment and empathy.

ATO AI transparency statement
See our public transparency statement outlining how we
approach artificial intelligence (AI) in the ATO.
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We also use AI to ensure we can continue to protect the tax and
superannuation systems from external fraud and cyber attacks.

How we use AI in the ATO
Based on the classification system for AI  in government, we are
using AI in the:

usage patterns of analytics for insights, image processing,
workplace productivity and decision making and administrative
action

domains of service delivery, compliance and fraud detection,
corporate and enabling, and law enforcement, intelligence and
security.

Examples of how we are applying AI in these domains:

service delivery

compliance and fraud detection

corporate and enabling services

law enforcement, intelligence and security

providing real time prompts to taxpayers

sending payment reminders

powering our virtual assistant Alex

managing call centre volumes

assisting with readability and structure of select public advice
and guidance content

reviewing large quantities of unstructured data

powering risk models to identify potential non-compliance or
fraud for human review

alert taxpayers to lodgments suspected of identity crime

creating initial draft communications for review

summarising content

supporting AI-enabled analysis of data for intelligence gathering.



Under our AI policy, AI use is limited to approved tools used for
approved use cases.

We are currently expanding our use of enterprise generative AI
systems to responsibly explore the benefits and risks of this emerging
technology for workplace productivity use.

See Examples of how we use AI.

AI governance
We recognise the importance of robust governance, oversight and
accountability. This helps us to ensure AI development and use is
ethical and safe and delivers fit for purpose outcomes.

We take a measured and cautious approach when exploring AI tools
and techniques. We closely monitor, and take appropriate action, if
intended benefits are not being realised or unintended consequences
are arising. We also actively identify and manage risks associated with
all applications of AI. We only use AI in ways that maintain the security,
privacy, transparency and ethical use of data. We always maintain
appropriate human oversight.

Our Chief Data Officer (CDO) oversees the development and use of
data, analytics and insights. These support the administration of the
tax and superannuation systems and government priorities. They
deliver value for the Australian community. The CDO is also our AI
Accountable Official under the Policy for the responsible use of AI in
government.

Our existing D&A (including data governance and ethics) and IT
policies already broadly apply to AI. We continue to evolve our data
governance as our D&A maturity increases, expanding our policies and
guidance to reference AI more directly. Our approach adheres to all AI-
related legislative, regulatory and policy frameworks, and all standard
laws and frameworks.

At time of publishing, the ATO is compliant with version 1.1 of the AI in
government policy. Version 2.0 of the policy introduces new
requirements from 15 December 2025, which we are committed to
implementing. The ATO will soon release a standalone AI policy
outlining specific obligations for staff when interacting with, using, or
developing AI to support version 2.0 requirements.



AI is evolving rapidly in an ever-changing technology environment.
Therefore, we will continue to evaluate and change our governance to
ensure it remains fit for purpose. We will continue to train and develop
our staff to ensure we use AI safely, responsibly and ethically.

Decision making that adversely impacts taxpayers' rights will always
be made by a human. Taxpayers have a right of review of our
decisions. Their rights apply regardless of the technology we use to
help us make those decisions.

We will review our AI transparency statement regularly and publish
updates on our website. If you have feedback on our AI transparency
statement, you can contact us.

Examples of how we use AI
The following examples show how we are using AI successfully to help
get tax right from the start, reduce fraud and improve communications.

Tax time nudging
We have developed AI models to help reduce taxpayer compliance
costs and improve the efficiency of the tax system. We use these
models to prompt individuals completing their tax return online through
myTax to help them get it right.

The real-time prompts ask the taxpayer to check amounts they have
entered for certain tax return labels. This is when the amounts don't
match what we expect when compared to other taxpayers with similar
attributes or amounts entered in previous years. The taxpayer can then
review and amend any mistakes before lodging, getting their tax right
from the start.

Classification system for AI use: analytics for insights usage pattern,
service delivery domain

Fraud detection
We manage the myID digital platform, which provides an easy and
secure way for individuals to prove their identity and access a range of
government online services. We use AI to scan all myID accounts to
identify and risk score the likelihood of digital identity theft (third-party
fraud). We base this on a pre-defined range or parameter of inputs.



Our commitment to you
We are committed to providing you with accurate, consistent and clear
information to help you understand your rights and entitlements and meet
your obligations.

If you follow our information and it turns out to be incorrect, or it is
misleading and you make a mistake as a result, we will take that into
account when determining what action, if any, we should take.

Some of the information on this website applies to a specific financial year.
This is clearly marked. Make sure you have the information for the right year
before making decisions based on that information.

If you feel that our information does not fully cover your circumstances, or
you are unsure how it applies to you, contact us or seek professional
advice.

Copyright notice

The ranked results and drivers of the risk scores are provided to digital
identify fraud investigators (ATO staff) for review. The investigators
review the results, with a focus on those rated high risk. They then
determine if a myID should be suspended. Investigators can view all
results, not just those rated high risk.

Classification system for AI use: analytics for insights usage pattern,
compliance and fraud detection domain

Communications content
We use AI tools for creative and video production activities. They help
us edit and enhance content quality and automate manual tasks. We
use AI tools to separate subjects from backgrounds, resize images,
and apply consistent styles. They also help us resolve accessibility
issues, including readability, colour contrast, and formats. AI helps us
produce better communications content in less time and cost.

Classification system for AI use: workplace productivity usage pattern,
corporate and enabling domain.
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You are free to copy, adapt, modify, transmit and distribute this material as
you wish (but not in any way that suggests the ATO or the Commonwealth
endorses you or any of your services or products).


